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Abstract: With the rapid development of computer and network communication technologies, research on network
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have achieved promising results in this field, issues related to dataset labeling and training have remained challeng-
ing. Traditional belief propagation algorithms, while widely used in graph-based attack detection, lacked the distinc-
tion between node and edge types and performed inadequately in scenarios where malicious nodes were far fewer
than benign nodes. To address these issues, a network attack detection method based on knowledge graphs and taint
propagation, referred to as CDTP (community detection and taint propagation), was proposed. In this method, three
types of entities (IP addresses, domain names, and files) were defined to establish both direct and indirect relation-
ships between entities, and a knowledge graph was constructed. In a semi-supervised setting, the Louvain commu-
nity detection algorithm was utilized to partition the knowledge graph and extract subgraphs related to malicious en-
tities. Additionally, a novel taint propagation algorithm was introduced, which inferred the maliciousness score of
nodes based on the relationships between entities, thereby effectively detecting malicious and victim entities and vi-
sualizing attack paths. Experimental results demonstrates that CDTP outperforms the traditional belief propagation
algorithm in both simulated environments and authoritative datasets, showing superior performance. Particularly in
scenarios where the number of malicious nodes is small, CDTP effectively detects attacks with significantly higher
precision and recall compared to traditional methods. This proves that CDTP exhibits outstanding performance in
network attack detection and effectively identifies malicious behaviors in complex network environments, demon-

strating considerable superiority in practical applications.
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Table 3 Detection results of CDTP method in
different attack environments
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Table 5 Log information
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Table 4 Experimental results for single attack mode
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Table 6 Malicious entity communities
distribution results
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Table 7 Distribution of malicious values in scenario 1
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Figure 3 Visualization of malicious entity paths in scenario 1
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Table 8 Distribution of malicious values in scenario 2
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Figure 4 Visualization of malicious entity paths in scenario 2
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Table 9 Comparison of detection time with and
without preprocessing
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Table 10 Experimental results on the
authoritative dataset

MR

B 6 kK HERZR FER %
K KelJ7 ER2E HERfR A% KR
CDTP/7%:  99.98%  100.00%  85.71%

CIC-IDS2017 -
fESAEAEEE 99.55%  83.33%  17.86%
CSE-CIC- CDTP 57:  99.86%  100.00%  91.67%
IDS2018  fxotbifiyl:  98.64%  72.73%  44.44%

tH T CIC-IDS2017 £ 4 £& i) ¥ %5 /N T~ CSE-
CIC-IDS2018, [A Itk CDTP J5 % A1 @A 3k 5 1%
£ CIC-IDS2017 # i 45 LRI E . 74,
F T P AN O S % B SR B E R >, R — B
LR, RGNS RS0 . REW
I, CDTP 7 iEA SR LIRS 1 B A 1S s
o G{E&EREEZALL, CDTP J7ikE & Wik
MFebr DI RILH B E MR, R\ILIT
(IR o

5 ZERiE

A SCH) F Spark K 4 T B 4 o iR B
e 7 — R4 8 CDTP {25 T 508 B F s itk
T 1) W0 28 B b A 7 v o %7 VEELIP., 4544 A
SCA 3 AP AR EEAT AR B g R, R A Louvain
FEIX R I EIETE P I B A B T R B = AR
W, PTG AR R A R R R
B BT I B A . A SCfE B S 0
BN oREERN B s, DL OB B 4E CIC-
IDS2017 A1 CSE-CIC-IDS2018 47 S2 6, I %
CDTP £ 58 S W E a7 Xt . 5 R &
W], CDTP J7 A8 A Skl 5 rh 38 g IE kst
R ELA, HHMREKMR TG SEEH
W, VB SCHE HU I CDTP J7 3% BE % M & £ &
SEPLN 4 Bk, BRI E L.

JUE AR ) CDTP J7 A W 2 B e 4 i v
KU THUBMPERE, B V2R e b
REFAGH . AR AT AREE T LU R LN T

1) B W48 SR BRI AR MRS, KRR HT
Fi 5 BEIVE CDTP J7 v An ] 3ot 35 2 8l K 2% (1) 24



St

1

TSR HE T RN m A B 0 0 26 Bl kel ik

° 163«

s, W APT B Al H Mds .

2) B R EhAE ML, A CDTP J7 ik Ae s 52

I BT LUSE X6 AN AR A P 19X 2% A ol SRS AT A

EEP S

(1]

[2]

B3]

(4]

[3]

(6]

[7

—

(8]

]

HNAMTE V, NAJAR A A, NHUNG-NGUYEN H, et al. DDoS at-
tack detection and mitigation using deep neural network in SDN en-
vironment[J]. Computers & Security, 2024, 138: 103661.

LEE S Y, WI S, SEO E, et al. ProFiOt: abnormal behavior profiling
(ABP) of IoT devices based on a machine learning approach[C]/
Proceedings of the 27th International Telecommunication Networks
and Applications Conference (ITNAC). Piscataway: IEEE Press,
2017: 1-6.

ST, TR, B 2T R e R 2% )T R A 2 S 0],
2% 1505 2.2 42 23], 2023,9(5):166-177.

ZHAO W B, MA Z T, YANG Z. Model of the malicious traffic classi-
fication based on hypergraph neural network[J]. Chinese Journal of
Network and Information Security, 2023, 9(5): 166-177.

CHAU D H P, NACHENBERG C, WILHELM J, et al. Polonium:
Tera-scale graph mining and inference for malware detec-tion[C]/
Proceedings of 2011 Society for Industrial and Applied Mathematics
International Conference on Data Mining. 2011: 131-142.

SUN X, DAI J, LIU P, et al. Using Bayesian networks for proba-
bilistic identification of zero-day attack paths[J]. IEEE Transac-tions
on Information Forensics and Security, 2018, 13(10): 2506-2521.
LYU M, DONG C, CHEN T, et al. A heterogeneous graph learning
model for cyber-attack detection[J]. arXiv preprint arXiv: 2112.
08986, 2021.

SOSNOWSKI M, SATTLER P, ZIRNGIBL J, et al. Propagating
threat scores with a TLS ecosystem graph model derived by active
measurements[C]// Proceedings of the 8th Network Traffic Measure-
ment and Analysis Conference (TMA2024). Piscataway:IEEE Press,
2024: 1-11.

LI A, WANG X, WANG W, et al. A survey of relation extraction of
knowledge graphs[C]// Proceedings of Asia-Pacific Web and Web-
Age Information Management Joint International Conference on
Web and Big Data.Berlin: Springer, 2019:52-66.

ISMAIL M, ALRABAEE S, CHOO K K R, et al. A comprehensive
evaluation of machine learning algorithms for Web application attack
detection with knowledge graph integration[J]. Mobile Networks and
Applications, 2024: 1-30.

[10] MILAJERDI S M, GJOMEMO R, ESHETE B, et al. HOLMES:

real-time APT detection through correlation of suspicious infor-
mation flows[C]// Proceedings of 2019 IEEE Symposium on Secu-
rity and Privacy (SP). Piscataway:IEEE Press, 2019: 1137-1152.

[11] NAJAFI P, MUHLE A, PUNTER W, et al. Malrank: a measure of

[12

(13

[14

[1s

[16

(17

[18

[19

[20

21

[22

23

[24

]

]

]

]

maliciousness in SIEM-based knowledge graphs[C]//Proceedings
of the 35th Annual Computer Security Applications Conference.
2019: 417-429.

NAJAFIP,PUENTER W,CHENGF,etal. Youare your friends: detect-
ing malware via guilt-by-association and exempt-by-reputation[J].
Computers & Security, 2024, 136: 103519.

REN W, SONG X, HONG Y, et al. APT attack detection based on
graph convolutional neural networks[J]. International Journal of
Computational Intelligence Systems, 2023, 16(1): 184.

QLY, GU Z, LI A, et al. Cybersecurity knowledge graph enabled at-
tack chain detection for cyber-physical systems[J]. Computers and
Electrical Engineering, 2023, 108: 108660.

PAXSON V. Bro: a system for detecting network intruders in real-
time [J]. Computer Networks, 1999, 31(23-24):2435-246.
PEIMANKAR A, PUTHUSSERYPADY S. DENS-ECG: a deep
learning approach for ECG signal delineation[J]. Expert Systems
with Applications, 2021, 165:113911.

DIAKONIKOLAS I, GOEL S, KARMALKAR S, et al. Ap-
proximation schemes for ReLU regression[J]. arXiv preprint arXiv:
2005.12844, 2020.

BOURQUIN M, KING A, ROBBINS E. BinSlayer: accurate com-
parison of binary executables[C]//Proceedings of the 2nd ACM
SIGPLAN Program Protection and Reverse Engineering Workshop.
New York: ACM Press, 2013:1-10.

YING R, HE R, CHEN K, et al. Graph convolutional neural net-
works for web-scale recommender systems[C]//Proceedings of the
24th ACM SIGKDD International Conference on Knowledge Dis-
covery & Data Mining. New York: ACM Press, 2018:974-983.
LOW T M, SPAMPINATO D G, MCMILLAN 8, et al. Linear alge-
braic Louvain method in Python[C]// Proceedings of 2020 IEEE In-
ternational Parallel and Distributed Processing Symposium Work-
shops (IPDPSW). Piscataway:IEEE Press, 2020:223-226.

HE X, LU K, LI G. Taint reverse propagation for analysis of pri-
vacy leak[C]//Proceedings of 2016 IEEE Trustcom/BigDataSE/l
SPA. Piscataway:IEEE Press, 2016:1718-1722.

PEARL J. Probabilistic reasoning in intelligent systems: networks
of plausible inference[M]. San Francisco: Morgan Kaufmann, 1988.
FERRAG M A, MAGLARAS L, MOSCHOYIANNIS S, et al.
Deep learning for cyber security intrusion detection: approaches,
datasets, and comparative study[J]. Journal of Information Secu-
rity and Applications, 2020, 50: 102419.

SHARAFALDIN I, LASHKARI A H, GHORBANI A A. Toward
generating a new intrusion detection dataset and intrusion traffic
characterization[C]//Proceedings of the 4th International Con-
ference on Information Systems Security and Privacy(ICISSP

2018). 2018.



64 - W2 5515 1.2 2 4

118

[ME&HTE T
EERX (2000-), B, THHIMA, Lk

e HET BN e o SR st 2| S W LIPS 1
il BRI NRATI IR - —

a3tEz= (1973-), H, TiEH=% A, L
RS R R TR, EEHFFR 5 1)
- ADNS %4, iimds. Mgzs,

BHE (2000-), B, BIiTHNA,
@ A, EEWR TN
X 4 A . NAR AR

= (1974-), B, WELHA, ExR
HL A IR 2 T R AR 43 0 IE 4 L RR
F BT AT A Eh . R4
o



